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Abstract
Power asset management is a critical public safe-

ty service to ensure electrical networks’ reliability, 
efficiency, and resilience. Traditional approaches, 
relying on periodic inspections and reactive main-
tenance, often leave the grid vulnerable to failures, 
costly outages, and operational inefficiencies. Adopt-
ing digital twin (DT) technology has introduced a 
paradigm shift by enabling real-time monitoring, 
predictive maintenance, and network optimization 
through virtual replicas of physical assets. However, 
the effectiveness of DTs is highly dependent on the 
timely availability of high-quality data, which remains 
a major challenge. In parallel, recent generative 
artificial intelligence (GenAI) advancements have 
demonstrated significant potential in data gener-
ation, predictive modeling, and decision support. 
This article proposes a novel framework integrating 
GenAI with DT technology to enhance power asset 
management. By leveraging GenAI techniques, 
such as generative adversarial networks (GANs) for 
data augmentation, vision-language models (VLMs) 
for automated asset analysis, and large language 
models (LLMs) for decision support, the proposed 
framework aims to improve asset performance mon-
itoring, failure prediction, and maintenance plan-
ning. This integration enables a transition toward 
a proactive and intelligence-driven approach, thus 
contributing to a more robust, adaptive, and sustain-
able power infrastructure.

Introduction
The global power sector is undergoing a transforma-
tive shift driven by rising electricity demand and the 
critical need to enhance network reliability and resil-
ience. These changes are crucial for ensuring public 
safety and security. Power utilities are responsible 
not only for delivering electricity to billions of house-
holds, businesses, and governmental institutions but 
also for safeguarding the safety and efficiency of 
their infrastructure. Effective power asset manage-
ment is essential to achieving these goals, requiring 
oversight of the entire lifecycle of critical assets such 
as power plants, transformers, transmission towers, 
power lines, and distribution poles [1]. Poor asset 
management leaves networks vulnerable to failures, 
resulting in costly economic losses and disruptive 
service outages, with power interruptions costing 
billions of dollars annually and jeopardizing essen-
tial and public safety services [2]. To mitigate these 
risks, utilities have increasingly embraced advanced, 
data-driven technologies that enhance monitoring 

and maintenance strategies, moving beyond tradi-
tional inspection methods. This evolution is crucial 
as power networks face diverse internal and external 
threats, ranging from component wear, insulation 
failure, and mechanical degradation to environmen-
tal hazards like extreme weather events, wildfires, 
and vegetation encroachment near power lines [2, 
3]. Climate-induced challenges, including storms, 
heavy snow, and high winds, further amplify the risks 
of infrastructure damage, underscoring the urgent 
need for a more advanced, real-time monitoring 
paradigm capable of predicting failures and guaran-
teeing the resilience of modern power grids.

The advent of artificial intelligence (AI), particu-
larly deep learning, has significantly improved asset 
management by enabling automated defect detec-
tion, fault classification, predictive maintenance, and 
network optimization. For instance, convolutional 
neural networks (CNNs) have been widely applied 
to analyze images from vehicular and drone-based 
inspections, detect power line anomalies, and identi-
fy vegetation encroachments [4]. However, despite 
these advancements, existing AI-driven methods 
remain largely reactive, where they primarily detect 
problems after they have already begun, hence 
affecting the system. Given the dynamic nature of 
power networks, shifting towards a proactive and 
predictive approach is essential to mitigate risks 
before they escalate into failures.

A promising solution that has gained significant 
traction is digital twin (DT) technology. In essence, 
DTs create virtual replicas of physical assets, allow-
ing utilities to simulate, monitor, and optimize their 
performance in real time [5]. Through continuous 
synchronization with real-world data, DTs provide 
predictive insights that enable power utilities to 
anticipate failures, optimize resource allocation, and 
improve grid resilience. However, implementing 
DTs at scale presents major challenges, particularly 
related to data availability and quality. Specifically, 
the effectiveness of a DT depends on the accura-
cy and completeness of the data used to train and 
update it. Yet, in many cases, data is scarce, incom-
plete, or expensive to acquire, especially for criti-
cal infrastructure components that undergo failures 
infrequently but require extensive monitoring.

To tackle the aforementioned issues, generative 
AI (GenAI) has emerged as a transformative tech-
nology. Unlike traditional AI models that analyze 
existing data, generative AI is capable of creating 
new synthetic data, filling gaps in datasets, and 
enhancing DT accuracy [6, 7]. For instance, gen-
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erative adversarial networks (GANs) can generate 
realistic images of power assets under various fail-
ure conditions, enabling better training of predictive 
maintenance models. Moreover, vision-language 
models (VLMs) can automate image annotation and 
defect classification, thus accelerating asset monitor-
ing workflows, while large language models (LLMs) 
can analyze historical data, extract patterns, and 
provide intelligent decision support by suggesting 
optimal maintenance actions [6]. Together, these 
AI-driven capabilities shift power asset management 
from a data-limited reactive approach to a data-em-
powered, proactive framework that enhances oper-
ational efficiency and grid reliability.

Consequently, we briefly review current power 
asset management systems in this article and iden-
tify the related challenges. Then, we discuss how 
DT and GenAI can be leveraged in power systems. 
Afterward, we propose a novel GenAI-assisted DT 
framework for power asset management to enhance 
data availability, asset representation, and predic-
tive maintenance in power systems. To illustrate the 
framework’s potential, we discuss key use cases, 
including data generation to mitigate data scarcity, 
visual asset analysis for defect detection, automat-
ed anomaly identification, and scenario-based risk 
assessment. Finally, we present the limitations and 
open challenges of incorporating GenAI into DT 
and outline future research directions to advance 
sustainable and resilient power asset management.

Background on Power Asset Management 
and Current Challenges

Background
Power asset management encompasses the pro-
cesses and technologies used to monitor, maintain, 
and optimize the lifecycle of the power infrastruc-
ture, including generation facilities, transmission 
networks, and distribution systems. Effective man-
agement ensures grid reliability, cost efficiency, and 
risk mitigation while balancing operational demands 
with long-term infrastructure sustainability. Con-
ventionally, utilities relied on fixed maintenance 
schedules, which often led to inefficiencies, such 
as unnecessary servicing or unexpected failures [1]. 
To address these limitations, modern asset manage-
ment strategies incorporate real-time monitoring, 
predictive analytics, and AI-driven decision-mak-
ing. A key component in asset management is the 
supervisory control and data acquisition (SCADA) 
system, which enables utilities to monitor and con-
trol power networks through sensor-based data 
collection. Although SCADA provides structured 
real-time data, it lacks comprehensive situational 
awareness of external infrastructure conditions. To 
fill this gap, utilities have adopted vehicular and/
or drone-based inspections where the latter are 
equipped with infrared cameras and LiDAR, hence 
improving the detection of defects in power lines, 
transformers, and substations. Moreover, mobile 
laser scanning (MLS) and satellite-based monitoring 
further enhance structural assessments and vegeta-
tion management by offering high-resolution spatial 
mapping of transmission line corridors [8]. Also, con-
dition-based maintenance (CBM) utilizes Internet-of-
things (IoT) sensors to monitor asset health in real 
time, while reliability-centered maintenance (RCM) 
systematically determines the most effective mainte-

nance strategy for each asset based on its function, 
failure risk, and criticality level. 

Challenges
Despite these advancements, power asset man-
agement still faces several key challenges. First, the 
massive adoption of IoT, remote sensing, and AI 
analytics generates vast volumes of heterogeneous 
data. Still, fragmented data sources and interoper-
ability issues hinder their seamless integration and 
limit the effectiveness of predictive analytics. Due 
to the impact of climate change, power assets are 
increasingly vulnerable to extreme weather events, 
vegetation encroachment, and fluctuating load 
demands. Traditional monitoring methods often 
fall short in promptly predicting and mitigating 
climate-induced failures. Third, despite the use of 
sophisticated technologies such as satellite imaging, 
UAV inspections, and sensor networks to collect 
valuable information, the latter’s accuracy depends 
on several factors, including imaging resolution, 
environmental conditions, sensor calibration, tem-
poral resolution, data integration, geospatial preci-
sion, presence of occlusions, and efficacy level of 
data processing algorithms. As asset management 
becomes more data-driven, the risk of cyberattacks 
targeting SCADA systems, IoT sensors, and cloud-
based analytics platforms increases, making secure 
data transmission and real-time threat detection 
critical for preventing system disruptions. Finally, 
many utilities still operate reactively, i.e., responding 
to failures after they occur rather than preventing 
them. The challenge lies in integrating AI-powered 
risk assessment, automated anomaly detection, and 
scenario-based simulations to shift toward proactive 
and adaptive maintenance strategies. 

Integration of DT and 
Generative AI in Power Systems

Integration of DT in Power Systems
DT has emerged as a transformative approach to 
asset life cycle management. Typically, a DT is a 
virtual representation of a physical asset contin-
uously updated with real-time data to simulate, 
analyze, and optimize asset performance [5]. 
Originally conceptualized by Dr. Michael Grieves, 
DT has gained traction across industries, including 
aerospace, manufacturing, and healthcare [5]. 

In the context of power systems, DT can sim-
ulate different operational scenarios to enhance 
asset performance and reliability [9]. For instance, 
DT enables real-time simulations in power plants to 
assess efficiency, degradation, and heat rate varia-
tions, allowing operators to optimize power gener-
ation strategies and anticipate maintenance needs. 
Beyond power generation, DT provides critical 
insights into transmission and distribution infrastruc-
ture by analyzing grid stability, load fluctuations, 
and equipment performance under diverse oper-
ating conditions. By incorporating weather data, 
DTs can predict how extreme conditions, such as 
storms, high winds, heat waves, or snow accumula-
tion, affect power assets, helping utilities implement 
preventive measures to mitigate potential failures. 
Given that vegetation management, as part of 
power asset management, is a critical utility task, 
DT can be leveraged by integrating satellite imag-
ery, LiDAR scans, and historical vegetation growth 

A key component in asset 
management is the super-

visory control and data 
acquisition (SCADA) system, 

which enables utilities to 
monitor and control power 

networks through sen-
sor-based data collection. 
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models to monitor and predict encroachment risks 
in the vicinity of power lines, thus minimizing the 
likelihood of outages caused by contact with trees 
or other vegetation. Finally, DTs assist in structural 
integrity analysis of power lines, transformers, and 
substations by simulating mechanical stress under 
various conditions, hence achieving proactive and 
efficient infrastructure maintenance and resilience. 

Integration of GenAI in Power Systems
GenAI, as a recent breakthrough in the AI field, 
specializes in learning underlying data distribu-
tions to extract patterns from large-scale data and 
produce realistic outputs that mimic real-world 
patterns [6]. These capabilities make GenAI a 
powerful tool for various applications, includ-
ing decision-making support, data generation, 
risk assessment, anomaly detection, and predic-
tive analytics for power asset management [10]. 
Power networks produce vast amounts of oper-
ational data, including historical outage records, 
weather patterns, maintenance logs, and sensor 
readings. Traditional analytics often struggle with 
processing such high-dimensional and diverse 
data. In contrast, transformer-based architec-
tures and deep sequence learning techniques of 
GenAI can uncover hidden correlations between 
environmental conditions, asset health, and fail-
ure events. By analyzing past outages alongside 
weather information, these GenAI models can 
predict asset vulnerabilities and implement proac-
tive reinforcement measures before failures occur. 

Beyond asset health monitoring, GenAI can sim-
ulate grid reliability and assess dynamic risk factors. 
These models can generate realistic failure scenarios 
and optimize contingency planning through con-
tinuous analysis of sensor readings, real-time ener-
gy demand, and climate forecasts. For instance, by 
identifying correlations between humidity levels, 
insulation degradation, and transformer failures, util-
ities can reinforce the infrastructure in high-risk areas. 
Moreover, document analysis and operational intel-
ligence extraction can be streamlined with GenAI. 
Specifically, LLMs trained on power system docu-
mentation, including maintenance reports, regulatory 
guidelines, and equipment logs, can extract valuable 
insights, identify recurring issues, and recommend 
optimized maintenance or investment strategies. 
This approach reduces the manual workload and 
ensures that decision-makers have access to com-
prehensive, data-driven recommendations. Finally, 
VLMs can be leveraged to improve the analysis and 
interpretation of collected image data, improve their 
quality, and even model the future evolution of com-
ponents, such as the growth of tree branches.

Proposed Generative AI-Assisted DT Framework 
for Power Asset Management
Details of Proposed DT Framework

The proposed GenAI-assisted DT framework for 
power asset management, illustrated in Fig. 1, 
aims to harness DT and GenAI to enhance asset 
monitoring and decision-making across the power 
network, from generation to distribution. Unlike 
existing approaches focusing on specific compo-
nents, this framework provides a holistic perspec-
tive, integrating AI-driven capabilities to address 
various challenges in power asset management. 

The key components of our DT framework 
and their roles are as follows:

Physical System: It serves as the foundation 
for constructing the DT by representing the entire 
power asset infrastructure, from generation to dis-
tribution. This includes power plants, transformers, 
transmission lines, and other critical components. 
Data is continuously collected through various 
methods, such as sensor deployments on equip-
ment, SCADA system, vehicular and drone-based 
inspections, and advanced scanning technologies 
like LiDAR or Mobile Laser Scanning (MLS) to 
enable an accurate virtual counterpart.

Virtual System: It is responsible for replicating 
the behavior and performance of physical power 
assets, enabling real-time monitoring, analysis, and 
optimization. Leveraging the data collected from 
the physical system, received through the com-
munication layer, creates a dynamic, data-driv-
en digital representation of power infrastructure 
components. Inspired by the network-based DT 
approach proposed in [11], which applies DTs to 
various layers of wireless networks, such as radio 
access network (RAN), core network, and commu-
nication links, we propose a similar modular design 
for power systems. Indeed, instead of constructing 
a monolithic DT encompassing the entire power 
grid, we advocate for a more scalable and flexi-
ble approach by developing instance-specific DTs. 
These include “Power Generation DT,” “Power 
Transmission DT,” and “Power Distribution DT,” 
where each DT focuses on a specific segment 
of the network. This modular design enhances 
adaptability, facilitates independent upgrades, and 
enables efficient data management while ensuring 
seamless integration across the different stages of 
the power network. Each virtual system DT is com-
posed of a data layer, a generative AI layer, and 
an application layer. They are described as follows:
•	 Data Layer: This layer is the foundation for 

integrating, storing, and preprocessing the 
massive amount of heterogeneous data col-
lected from the physical system. It aggregates 
diverse data types, including sensor measure-
ments, high-resolution images, LiDAR point 
clouds, and telemetry data, in a way that raw 
information is structured and optimized for 
downstream AI-driven analysis. Given the 
high volume, velocity, and variety of data 
generated in power systems, integrating big 
data analytics techniques is crucial [12]. In 
fact, techniques such as distributed comput-
ing, parallel processing, and advanced data 
indexing can significantly enhance prepro-
cessing, allowing for real-time data fusion 
and analysis. Scalable storage solutions 
should also be leveraged. Traditional data-
bases like MongoDB can handle structured 
and semi-structured data, while cloud-based 
platforms provide elastic storage, high-per-
formance computing, and AI model train-
ing capabilities. Data processing can be 
distributed between edge computing and 
cloud computing environments for reduced 
latency and enhanced security. Specifical-
ly, edge computing allows for low-latency 
data preprocessing and immediate response, 
i.e., anomaly detection at the source, while 
the cloud-based infrastructure supports 
advanced AI-driven simulations, long-term 

Indeed, instead of con-
structing a monolithic DT 
encompassing the entire 

power grid, we advocate for 
a more scalable and flexible 

approach by developing 
instance-specific DTs.
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data retention, and remote accessibility, 
hence improving the DT’s predictive and pre-
scriptive capabilities. To clearly emphasize 
the operation of the data layer, let (x  X) 
denote the collected data from physical 
assets. Data is transmitted through the “com-
munication layer” (described in subsection 
IV-A.3) to the virtual environment for further 
processing. The virtual environment prepro-
cesses, integrates, and stores the incoming 
data. This transformation can be modeled as 
a function (fD: X  X’), such that x’ = fD(x), 
where (x’  X’) is the cleaned and integrated 
representation suitable for AI modeling.

•	 Generative AI Layer: This novel layer, pro-
posed in our framework, enhances the DT 
system by generating, augmenting, and ana-
lyzing data tailored to the specific needs of 
power generation, transmission, and distribu-
tion. By leveraging generative models such 
as LLMs, GANs, 3DGANs, and VLMs, this 
layer interacts with the data layer to address 
key challenges like data scarcity, predic-
tive analysis, and asset representation. For 
instance, GenAI can synthesize operational 
power generation data under varying envi-
ronmental and load conditions to support 
predictive maintenance and performance 

FIGURE 1. Proposed GenAI-assisted DT framework for power asset management.

Traditional databases like 
MongoDB can handle struc-
tured and semi-structured 

data, while cloud-based 
platforms provide elastic 

storage, high-performance 
computing, and AI model 

training capabilities. 

Authorized licensed use limited to: Bibliothèque ÉTS. Downloaded on November 18,2025 at 18:02:44 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Communications Magazine • Accepted for Publication5

optimization of power plants. In power 
transmission and distribution, GenAI can 
support image and LiDAR data analysis auto-
mation for defect detection, encroachment 
assessment, and failure anticipation. Also, 
it improves the structural modeling of net-
work assets, refining predictive maintenance 
and fault detection strategies. Finally, it may 
interact with the application layer (described 
below) to provide data-driven and explain-
able guidance for maintenance planning, risk 
assessment, and operational optimization. 
Mathematically, Generative AI and predic-
tive models operate on the preprocessed 
data (x’), producing insights or augmented 
data. Formally, this can be defined with func-
tion (fG: X’  Y) such that y = fG(x’), where 
(y  Y) contains model outputs like synthetic 
data, predictions, or extracted features.

•	 Application Layer: It serves as the interface 
between the DT systems and end users, facil-
itating real-time monitoring, decision-making, 
and strategic planning. It integrates advanced 
visualization tools, including 2D dashboards, 
interactive 3D models, and immersive virtu-
al/augmented reality (VR/AR) technologies, 
which provide an intuitive and detailed repre-
sentation of power assets. This layer uses data 
from the data layer to serve these presenta-
tions, ensuring accurate and up-to-date visual-
izations. Moreover, AI-driven decision-support 
mechanisms are integrated to offer predictive 
maintenance insights, risk assessments, and 
automated anomaly detection alerts. This 
layer supports proactive asset management 
strategies by enabling customized analytics 
dashboards, simulation tools, and scenar-
io-based modeling. This layer consumes the 
AI outputs (y) to support visualization, deci-
sion-making, and maintenance planning 
through a function (fA: Y  Z) such that z 
= fA(y), where (z  Z) represents actionable 
recommendations, alerts, or reports present-
ed to operators. Hence, the full process-
ing pipeline is z = fA(fG(fD(x))), indicating a 
sequential data transformation from physical 
collection to actionable outputs.
Communication Layer: This layer ensures 

real-time data exchange between the physical 
assets and the virtual DTs, leveraging advanced 

communication technologies such as terrestrial 
mobile networks, aerial networks supported by 
unmanned aerial vehicles (UAVs) [13], high-alti-
tude platform stations (HAPS) [14], and network/
routing protocols [15]. Secure communication 
protocols combining for instance message queu-
ing telemetry transport (MQTT), constrained 
application protocol (CoAP) and long range 
wide area network (LoRAWAN) with transport 
layer security/secure sockets layer (TLS/SSL) and 
advanced encryption standard (AES) can be used 
to reliably and securely transmit data between 
devices in the physical system and the data layer 
[15]. Moreover, this layer facilitates feedback and 
insights, e.g., include recommendations, planning, 
or actions aimed at optimizing network perfor-
mance, from the application layer. Maintaining 
synchronization between the physical and virtual 
systems is crucial for accurate representation and 
timely decision-making, as any lag or mismatch in 
data can lead to discrepancies, errors, and obso-
lete decisions or recommendations. 

Boosting DT Framework with GenAI
GenAI can be integrated into our DT framework in 
many ways, depending on the generative AI cate-
gory used. This is summarized in Fig. 2, along with 
the suitable use cases for power asset management 
and the recommended existing GenAI models. 
Below, we identify and present key use cases that 
significantly improve the DT framework operations.

Data Generation and Augmentation: Gener-
ative AI can play a pivotal role in data generation 
and augmentation, particularly in the context of 
power systems. Indeed, the large-scale deploy-
ment of sensors and collection of inspection data 
across the entire power network can be complex 
and costly. Generative models, especially GANs, 
can address this issue by generating high-quality 
synthetic data that reflects the real-world behavior 
and performance of system components. Synthet-
ic data can fill gaps in sensor coverage, enhance 
training datasets for machine learning models, 
and improve the overall accuracy of DTs.

Automated Image Annotation and Analysis: 
can be leveraged to streamline the process of 
image labeling, enabling efficient and accurate 
analysis. This capability is especially valuable in 
visual inspections for power system monitoring, 
where it plays a critical role in identifying defects, 

FIGURE 2. How GenAI integrates into the DT framework for power asset management.
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Fig. 2. How GenAI integrates into the DT framework for power asset management.

enabling stakeholders to understand the reasoning behind AI-
driven recommendations and actions. GenAI can enhance this
process by generating interpretable outputs, such as visualiza-
tions, textual summaries, or counterfactual explanations that
clarify the model’s decision-making process. Explainability
AI techniques, e.g., SHAP and LIME, can provide more
accessible explanations of the AI models’ decisions by auto-
matically generating detailed explanations of how predictions
were derived. Hence, power asset managers can gain deeper
insights into the factors influencing the assets’ performance,
identify failure causes, and transparently assess risk factors.
While the proposed framework suggests a specific model

type for each given task/use case, their suitability depends on
the deployment requirements, including accuracy, inference
latency, model size, and interpretability. The mentioned mod-
els serve only as representative examples, but selecting the
most appropriate one would require balancing trade-offs (e.g.,
requirements vs. task vs. complexity) in alignment with the
task and operational context.

C. Performance Evaluation Perspectives
Since the proposed framework is currently theoretical and

does not yet have an empirical implementation, we discuss
here key performance aspects based on the typical charac-
teristics of constituent GenAI models and DT components.
Specifically, the efficiency of the framework depends primar-
ily on the computational demands of its core GenAI modules,
including VLMs, LLMs, and 3D data processing models.
The latter vary significantly in their complexity and resource
requirements. For instance, GANs and VLMs require substan-
tial computational power to produce high-fidelity outputs. In
contrast, LLMs range from lightweight models suitable for
edge deployment to large-scale ones hosted in the cloud.

Latency and throughput requirements are critical param-
eters to guarantee near real-time responsiveness in power
asset management applications. The framework anticipates
that latency will be affected by factors including model size,
inference optimization techniques, and underlying hardware
capabilities. Similarly, throughput depends on the volume

of data generated, processed, and analyzed simultaneously.
The accuracy of the GenAI models depends heavily on the
availability of high-quality input data to fine-tune or train the
models effectively for tasks such as prediction, detection, and
anomaly identification. This is tightly tied to the availability
of high-quality data and usage of robust models. For the DT,
evaluating how accurately its virtual layer mirrors the physical
one is an important issue due to the lack of standardized
performance evaluation frameworks. Typically, utilities rely
on expert judgment and operational feedback (from asset
managers and end users) to assess the DT’s fidelity and
practical outcomes. Hence, the human-in-the-loop process is
necessary to refine and validate the DT framework.

V. CHALLENGES & FUTURE RESEARCH DIRECTIONS
Building a GenAI-assisted DT presents several challenges.

Below, we highlight the most significant ones.

A. Data Quality
Integrating different data types from heterogeneous sources,

including real-time sensor data, historical records, inspection
data, and external environmental data into a unified and
consistent framework is a difficult task. Indeed, achieving
accurate multimodal data fusion requires robust preprocessing
and synchronization pipelines, as well as standardized data
interfaces that are compatible with existing utility systems
and field equipment. Also, future research should focus on
developing advanced AI-driven data harmonization techniques
to ensure data consistency, reduce redundancy, and handle
missing or incomplete data.
Although GenAI holds great potential in data augmentation

and synthetic data generation, fine-tuning these models to
generate data that resembles real-world conditions remains dif-
ficult, especially when collected training data is sparse, unbal-
anced, or domain-specific. Indeed, models such as GANs/3D
GANs may struggle to produce realistic outputs without exten-
sive training. This is particularly relevant for power systems
where 3D models of the power infrastructure can enhance risk

To address this gap, future 
research should prioritize 

the creation of open, 
domain-specific benchmark-
ing frameworks that reflect 
real operational conditions 

and provide a common 
basis for comparative evalu-

ation and reproducibility.
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detecting anomalies, and addressing similar diag-
nostic tasks. Indeed, CNNs used in these appli-
cations typically require annotated datasets, 
but manual annotation is time-consuming and 
resource-intensive. Instead, image-to-text models, 
e.g., GPT-4, can automate the annotation process 
by generating descriptive labels or annotations 
for images. Moreover, VLM models, like the Seg-
ment Anything Model (SAM), have demonstrated 
strong performance in one-shot segmentation pre-
dictions, while other models, such as the Contras-
tive Language-Image Pre-training (CLIP), can be 
fine-tuned for specific tasks, e.g., failure type clas-
sification. Such techniques of image annotation 
and analysis significantly improve the efficiency 
and accuracy of visual power assets inspection.

3D Object Modeling and Reconstruction: 
Modeling power assets in the virtual environment 
can be a difficult and slow process. GenAI can 
accelerate this process by leveraging existing 3D 
generative models, such as LLaVA-3D, which 
can convert 2D images into detailed 3D mod-
els. In addition, models like OpenScene enable 
advanced scene understanding, particularly for 
tasks of powerline detection from 3D LiDAR point 
clouds. The latter can analyze 3D data to identify 
risk areas, such as encroachments with vegetation, 
and provide detailed descriptions of the poten-
tial hazards. Typically, in the preprocessing of 3D 
data, important data can be lost in the process. 
In such a case, 3D GANs can be used to recon-
struct missing points, ensuring more complete and 
accurate results. Also, combined with vegetation 
growth models, 3D GANs and VLMs, like DALL-E, 
can predict the vegetation evolution over time.

Decision Support and Action Recommenda-
tions: The LLMs’ capabilities can be used in power 
asset management to enhance decision support 
and risk-based action recommendations and pres-
ent them in an understandable language to deci-
sion-makers. By analyzing historical data, real-time 
monitoring, maintenance logs, and environmental 
factors, LLMs can effectively assess risks associ-
ated with various power assets and components. 
These models provide tailored recommendations 
based on the severity of identified risks, such as 
prioritizing maintenance for assets at higher risk 
of failure or in high-risk areas. In summary, the 
integration of LLMs at the application layer of the 
DT framework enables dynamic, data-driven risk 
assessment and presentation, as well as structured 
recommendations and decisions.

Explainability and AI-Driven Insights: As AI 
models, particularly deep learning and LLMs, 
become increasingly integrated into industry 
processes, ensuring the explainability of their 
decisions is critical. Explainability fosters trust by 
enabling stakeholders to understand the reasoning 
behind AI-driven recommendations and actions. 
GenAI can enhance this process by generating 
interpretable outputs, such as visualizations, tex-
tual summaries, or counterfactual explanations 
that clarify the model’s decision-making process. 
Explainability AI techniques, e.g., SHAP and LIME, 
can provide more accessible explanations of the 
AI models’ decisions by automatically generating 
detailed explanations of how predictions were 
derived. Hence, power asset managers can gain 
deeper insights into the factors influencing the 
assets’ performance, identify failure causes, and 

transparently assess risk factors.
While the proposed framework suggests a spe-

cific model type for each given task/use case, their 
suitability depends on the deployment requirements, 
including accuracy, inference latency, model size, 
and interpretability. The mentioned models serve 
only as representative examples, but selecting the 
most appropriate one would require balancing 
trade-offs (e.g., requirements vs. task vs. complexity) 
in alignment with the task and operational context.

Performance Evaluation Perspectives
Since the proposed framework is currently theo-
retical and does not yet have an empirical imple-
mentation, we discuss here key performance 
aspects based on the typical characteristics of 
constituent GenAI models and DT components. 
Specifically, the efficiency of the framework 
depends primarily on the computational demands 
of its core GenAI modules, including VLMs, LLMs, 
and 3D data processing models. The latter vary 
significantly in their complexity and resource 
requirements. For instance, GANs and VLMs 
require substantial computational power to pro-
duce high-fidelity outputs. In contrast, LLMs range 
from lightweight models suitable for edge deploy-
ment to large-scale ones hosted in the cloud.

Latency and throughput requirements are criti-
cal parameters to guarantee near real-time respon-
siveness in power asset management applications. 
The framework anticipates that latency will be 
affected by factors including model size, inference 
optimization techniques, and underlying hardware 
capabilities. Similarly, throughput depends on the 
volume of data generated, processed, and analyzed 
simultaneously. The accuracy of the GenAI models 
depends heavily on the availability of high-quality 
input data to fine-tune or train the models effec-
tively for tasks such as prediction, detection, and 
anomaly identification. This is tightly tied to the 
availability of high-quality data and usage of robust 
models. For the DT, evaluating how accurately its 
virtual layer mirrors the physical one is an import-
ant issue due to the lack of standardized perfor-
mance evaluation frameworks. Typically, utilities 
rely on expert judgment and operational feedback 
(from asset managers and end users) to assess the 
DT’s fidelity and practical outcomes. Hence, the 
human-in-the-loop process is necessary to refine 
and validate the DT framework.

Challenges & Future Research Directions
Building a GenAI-assisted DT presents several 
challenges. Below, we highlight the most signifi-
cant ones.

Data Quality
Integrating different data types from heterogeneous 
sources, including real-time sensor data, historical 
records, inspection data, and external environmen-
tal data into a unified and consistent framework 
is a difficult task. Indeed, achieving accurate mul-
timodal data fusion requires robust preprocessing 
and synchronization pipelines, as well as standard-
ized data interfaces that are compatible with exist-
ing utility systems and field equipment. Also, future 
research should focus on developing advanced 
AI-driven data harmonization techniques to ensure 
data consistency, reduce redundancy, and handle 
missing or incomplete data.

The mentioned models 
serve only as representative 
examples, but selecting the 
most appropriate one would 
require balancing trade-offs 
(e.g., requirements vs. task 

vs. complexity) in alignment 
with the task and operation-

al context.
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Although GenAI holds great potential in data aug-
mentation and synthetic data generation, fine-tuning 
these models to generate data that resembles real-
world conditions remains difficult, especially when 
collected training data is sparse, unbalanced, or 
domain-specific. Indeed, models such as GANs/3D 
GANs may struggle to produce realistic outputs 
without extensive training. This is particularly rele-
vant for power systems where 3D models of the 
power infrastructure can enhance risk assessment, 
predictive maintenance, and failure detection. In the 
same vein, integration of multimodal GenAI, such as 
GPT-4o and ImageBind, holds significant potential 
for DTs. Indeed, a unified multimodal GenAI model 
can natively process and generate insights from var-
ious data inputs, e.g., images, 3D point clouds, and 
outage records, enabling a richer contextual under-
standing and informed decision-making.

Cost and Scalability
GenAI models tend to be resource-greedy, which 
may hinder their deployment on a large scale. 
Nevertheless, several efforts are ongoing to bring 
it to the edge, with methods such as TensorFlow 
Lite, OpenFlamingo, and DeepSeek R1. Despite 
these alternatives’ potential, practical on-site 
integration remains a barrier, particularly when 
real-time inference and low latency are required. 
Moreover, improving self-supervised learning 
methods could help DTs autonomously refine 
their models over time with minimal human inter-
vention, making them more adaptive and scalable.

Human-in-The-Loop and Explainability Integration
A major challenge in the development and deploy-
ment of DTs lies in the absence of open and stan-
dardized methodologies for assessing their fidelity 
and performance. This gap complicates the bench-
marking and validation of proposed solutions, par-
ticularly in safety-critical domains such as power 
systems. To address this gap, future research should 
prioritize the creation of open, domain-specific 
benchmarking frameworks that reflect real opera-
tional conditions and provide a common basis for 
comparative evaluation and reproducibility.

In parallel, the incorporation of human-in-the-
loop (HITL) supervision is essential to enhance 
both reliability and operational trust. HITL enables 
domain experts to validate AI-generated outputs, 
verify anomaly detections, and apply domain-spe-
cific insights that may be missed by fully automat-
ed models. This collaborative approach not only 
improves model transparency but also provides 
an additional safeguard in contexts where errone-
ous decisions could result in substantial operation-
al or safety risks.

Finally, AI explainability and interpretability 
must be advanced to support both benchmarking 
and HITL. Interpretable AI models would empow-
er operators to comprehend the rationale under-
lying AI recommendations, thereby increasing 
trust and adoption in mission-critical applications. 
Complementary visualization tools and interac-
tive interfaces can further support this objective 
by facilitating real-time human–AI collaboration 
and enabling more effective validation of DT-driv-
en insights. Together, these research directions 
will be instrumental in bridging the gap between 
AI-driven automation and expert oversight in 
next-generation power system DTs.

Conclusion
In this article, we discuss the potential integration 
of DT and GenAI technologies for efficient power 
asset management, aiming to optimize the latter’s 
operations and support data-driven decision-mak-
ing. First, we present an overview of power asset 
management and its challenges. Then, we discuss 
the potential advantages of integrating DT and 
GenAI in power systems. Subsequently, we pro-
pose a novel framework for a GenAI-assisted DT 
framework tailored for power asset management, 
where we detail its architecture, components, and 
functions. Moreover, we highlight how GenAI can 
be integrated to boost the DT operations. By inte-
grating GenAI, the DT framework enhances data 
synthesis, 3D modeling, predictive analytics, and 
automated risk-based recommendations. However, 
several challenges must be addressed to ensure the 
seamless integration of DT and GenAI for power 
asset management. Overcoming them will be key 
to developing reliable and scalable DTs, ultimately 
enabling precise asset monitoring, proactive main-
tenance, and resilient power systems management.
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