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Case 1: Intellectual Property

Jean, a statistical database programmer, is trying to write a large statistical program needed by her company. Programmers in this company encouraged to write about their work and to publish their algorithm professional journals. After months of tedious programming, Jean found herself stuck on several parts of the program. Her manager not recognizing the complexity of problem, wants the job completed within the next few days. Not knowing how to solve the problems, Jean remembers that a coworker given her source listings from his current work and from an early version of a commercial software package developed at another company. On studying these programs, she sees two areas of code which could be directly incorporated into her program. She uses segments of from both her coworker and the commercial software, but does not tell anyone or mention it in the documentation. She completes the project and turns it in a day ahead of time.

The Code addresses question intellectual property most explicitly in imperative 1.6: "Give proper credit for intellectual property Specifically, one must not take credit for other's ideas or work . . ." This ethical requirement extends property rights principle (1.5) explicitly mentions copyrights, patents, trade secrets and license agreements. These restrictions grounded in integrity (1.3) and in the need to comply with existing laws

Jean violated professional ethics in two areas: failure to give credit for another's work and using code from a commercial package that presumably was copyrighted or in another way protected by law. Suppose that Jean only looked at her coworker's source code for ideas and then completely wrote her own program; would she still have an obligation to give credit? Our answer is yes, she should have acknowledged credit to her coworker in the documentation. There is a matter of professional discretion here, because if the use of

another's intellectual material is truly trivial, then there probably is no need to give formal credit. Jean's use of commercial software code was not appropriate because she should have checked to determine whether or not her company was authorized to use the source code before using it. Even though it is generally desirable to share and exchange intellectual materials, using bootlegged software is definitely a violation of the Code.

Case 2: Privacy

Three years ago Diane started her own consulting business. She has been so successful that she now has several people working for her and many clients. Their consulting work included advising on how to network microcomputers, designing database management systems, and advising about security. 

Presently she is designing a database management system for the personnel office of a medium-sized company. Diane has involved the client in the design process, informing the CEO, the director of computing, and the director of personnel about the progress of the system. It is now time to make decisions about the kind and degree of security to build into the system. Diane has described several options to the client. Because the system is going to cost more than they planned, the client has decided to opt for a less secure system. She believes the information they will be storing is extremely sensitive. It will include performance evaluations, medical records for filing insurance claims, salaries, and so forth. 

With weak security, employees working on microcomputers may be able to figure out ways to get access to this data, not to mention the possibilities for on-line access from hackers. Diane feels strongly that the system should be much more secure. She has tried to explain the risks, but the CEO, director of computing and director of personnel all agree that less security will do. What should she do? Should she refuse to build the system as they request? (Adapted from [14]).

In the Code of Ethics, principle number 1.7 deals with privacy and 1.8 with confidentiality. They are integrally related but the privacy principle here is the most explicit. The Guidelines of the Code say that computer professionals are obligated to preserve the integrity of data about individuals "from unauthorized access or accidental disclosure to inappropriate individuals." The Code also specifies that organizational leaders have obligations to "verify that systems are designed and implemented to protect personal privacy and enhance personal dignity" (3.5), and to assess the needs of all those affected by a system (3.4). 

The company officials have an obligation to protect the privacy of their employees, and therefore should not accept inadequate security. Diane's first obligation is to attempt to educate the company officials, which is implied by imperative 2.7 to promote "public understanding of computing and its consequences." I f that fails, then Diane needs to consider her contractual obligations as noted under imperative 2.6 on honoring assigned responsibilities. We do not know the details of Diane's contract, but she may have to choose between her contract and her obligation to honor privacy and confidentiality. 

Case 3: Confidentiality

Max works in a large state department of alcoholism and drug abuse. The agency administers programs for individuals with alcohol and drug problems, and maintains a huge database of information on the clients who use their services. Some of the data files contain the names and current addresses of clients. 

Max has been asked to take a look at the track records of the treatment programs. He is to put together a report that contains the number of clients seen in each program each month for the past five years, length of each client's treatment, number of clients who return after completion of a program, criminal histories of clients, and so on. In order to put together this report, Max has been given access to all files in the agency's mainframe computer. After assembling the data into a new file that includes the client names, he downloads it to the computer in his office. 

Under pressure to get the report finished by the deadline, Max decides he will have to work at home over the weekend in order to finish on time. He copies the information onto several disks and takes them home. After finishing the report he leaves the disks at home and forgets about them.

This scenario resembles the previous one that dealt with privacy considerations. However, it raises several additional issues. From the Code of Ethics, principles 1.7 on privacy and 1.8 on confidentiality apply. Imperative 2.8 on constraining access to authorized situations is also central to a computer user's decisions in this type of situation. Additionally, the Code specifies that organizational leaders have obligations to "verify that systems are designed and implemented to protect personal privacy and enhance personal dignity," (3.5) and it also states that they should specify appropriate and authorized uses of an organization's resources (3.3). 

The government agency should have had policies and procedures that protected the identity of its clients. Max's relatives and friends might accidentally discover the files and inappropriately use the information to harm the reputation of the clients. The files that Max worked with for his report did not need to have any names or other information in the records that made it possible to easily identify individuals. The agency should have removed the identifying information from the files it allowed Max to use. If that procedure had been followed, it would not have mattered that Max copied the file to his computer. Thus the organizational context created many ethical issues for Max, but unfortunately he was not attentive to these ethical issues ahead of time. 

Discussions of computer-related procedures to maintain the confidentiality of data from specific sources also are available from other professional associations such as the American Medical Association and the American Statistical Association.

Case 4: Quality In Professional Work

A computer company is writing the first stage of a more efficient accounting system that will be used by the government. This system will save taxpayers a considerable amount of money every year. A computer professional, who is asked to design the accounting system, assigns different parts of the system to her staff. One person is responsible for developing the reports; another is responsible for the internal processing; and a third for the user interface. The manager is shown the system and agrees that it can do everything in the requirements. The system is installed, but the staff finds the interface so difficult to use that their complaints are heard by upper level management. Because of these complaints, upper-level management will not invest any more money in the development of the new accounting system and they go back to their original, more expensive system.

The Code of Ethics advocates that computer professionals "strive to achieve the highest quality in both process and products" (2.1). Imperative 3.4 elaborates that users and those affected by a system have their needs clearly articulated. 

We presume that in this case the failure to deliver a quality product is directly attributable to a failure to follow a quality process. It is likely that most of the problems with this interface would have been discovered in a review process, either with peers or with users, which is promoted by imperative 2.4. When harm results, in this case to taxpayers, the failure to implement a quality process becomes a clear violation of ethical behavior.

Case 5: Fairness and Discrimination

In determining requirements for an information system to be used in an employment agency, the client explains that, when displaying applicants whose qualifications appear to match those required for a particular job, the names of white applicants are to be displayed ahead of those of nonwhite applicants, and names of male applicants are to be displayed ahead of those of female applicants.

According to the general moral imperative on fairness, an ACM member will be "fair and take action not to discriminate." In this case the system designer is being asked to build a system that, it appears, will be used to favor white males and discriminate against nonwhites and females. It would seem that the system designer should not simply do what he or she is told but should point out the problematic nature of what is being requested and ask the client why this is being done. Making this inquiry is consistent with 2.3 (to respect existing laws) and 2.5 (to give thorough evaluations) and 4.1 (to uphold and promote the Code of Ethics). 

If the client concludes that he or she plans to use the information to favor white males, then the computer professional should refuse to build the system as proposed. To go ahead and build the system would be a violation not only of 1.4 (fairness), but of 2.3 (respecting existing laws) and would be inconsistent with 1.1

(human well-being) and 1.2 (avoiding harm).

Case 6: Liability for Unreliability

A software development company has just produced a new software package that incorporates the new tax laws and figures taxes for both individuals and small businesses. The president of the company knows that the program has a number of bugs. He also believes the first firm to put this kind of software on the market is likely to capture the largest market share. The company widely advertises the program. When the company actually ships a disk, it includes a disclaimer of responsibility for errors resulting from the use of the program. The company expects it will receive a number of complaints, queries, and suggestions for modification. 

The company plans to use these to make changes and eventually issue updated, improved, and debugged versions. The president argues that this is general industry policy and that anyone who buys version 1.0 of a program knows this and will take proper precautions. Because of bugs, a number of users filed incorrect tax returns and were penalized by the IRS.

The software company, the president in particular, violated several tenets of the ACM code of ethics. Since he was aware of bugs in the product, he did not strive to achieve the highest quality as called for by 2.1. In failing to inform consumers about bugs in the system, principle 2.5 was also violated.

In this instance the risks to users are great in that they have to pay penalties for mistakes in their income tax which are the result of the program. Companies by law can make disclaimers only when they are "in good conscience." The disclaimer here might not meet this legal test, in which case imperative 2.3 would be violated. As a leader in his organization the president is also violating 3.1, for he is not encouraging his staff to accept their social responsibilities.
Case 7: Software Risks

A small software company is working on an integrated inventory control system for a very large national shoe manufacturer. The system will gather sales information daily from shoe stores nationwide. This information will be used by the accounting, shipping, and ordering departments to control all of the functions of this large corporation. The inventory functions are critical to the smooth operation of this system. 

Jane, a quality assurance engineer with the software company, suspects that the inventory functions of the system are not sufficiently tested, although they have passed all their contracted tests. She is being pressured by her employers to sign off the software. Legally she is only required to perform those tests which had been agreed to in the original contract. However, her considerable experience in software testing has led her to be concerned over risks of the system. Her employers say they will go out of business if they do not deliver the software on time. Jane contends if the inventory subsystem fails, it will significantly harm their client and its employees. I f the potential failure were to threaten lives, it would be clear to Jane that she should refuse to sign off. But since the degree of threatened harm is less, Jane is faced by a difficult moral decision.

In the Code of Ethics, imperative 1.2 stresses the responsibility of the computing professional to avoid harm to others. In addition, principle 1.1 requires concern for human well-being; 1.3 mandates professional integrity, and 2.1 defines quality as an ethical responsibility. These principles may conflict with the agreements and commitments of an employee to the employer and client.

The ethical imperatives of the Code imply that Jane should not deliver a system she believes to be inferior, nor should she mislead the client about the quality of the product (1.3). She should continue to test, but she has been told that her company will go out of business if she does not sign off on the system now. At the very least the client should be informed about her reservations.

Case 8: Conflicts of Interest

A software consultant is negotiating a contract with a local community to design their traffic control system. He recommends they select the TCS system out of several available systems on the market. The consultant fails to mention that he is a major stockholder of the company producing TCS software.

According to the Guidelines, imperative 2.5 means that computer professionals must "strive to be perceptive, thorough and objective when evaluating, recommending, and presenting system descriptions and alternatives." It also says that imperative 1.3 implies a computer professional must be honest about "any circumstances that might lead to conflicts of interest." Because of the special skills held by computing professionals it is their responsibility to ensure that their clients are fully aware of their options and that professional recommendations are not modified for personal gain.

Case 9: Unauthorized Access

Joe is working on a project for his computer science course. The instructor has allotted a fixed amount of computer time for this project. Joe has run out of time, but he has not yet finished the project. The instructor cannot be reached. Last year Joe worked as a student programmer for the campus computer center and is quite familiar with procedures to increase time allocations to accounts. Using what he learned last year, he is able to access the master account. Then he gives himself additional time and finishes his project.

The imperative to honor property rights (1.5) has been violated. This general, moral imperative leads to imperative 2.8, which specifies that ACM members should "access communication resources only when authorized to do so." In violating 2.8 Joe also is violating the imperative to "know and respect existing laws" (2.3). As a student member of the ACM he must follow the Code of Ethics even though he may not consider himself a computing professional.

Conclusion

These nine cases illustrate the broad range of issues a computer scientist may encounter in professional practice. While the ACM Code does not precisely prescribe what an individual must do in the situations described, it does identify some decisions as unacceptable. Often in ethical decision-making many factors have to be balanced. In such situations computer professionals have to choose among conflicting principles adhering to the spirit of the Code as much as to the letter. 

The ACM Code organizes ethical principles into the four categories: general moral imperatives; more specific professional responsibilities, organizational leadership imperatives, and compliance. Some may find it helpful to sort out the ethical issues involved in other ways. For example, the context of practice is relevant. Those in industry may en- counter different issues from those in government or education. Those who are employed in large corporations may experience different tensions than those who work in small firms or who are self-employed. But whether working in private practice or in large organizations, computer professionals must balance responsibilities to employers, to clients, to other professionals, and to society, and these responsibilities can come into conflict. Our range of cases illustrates how one can use the general principles of the Code to deal with these diverse types of situations. 

The reader may wonder why we did not have a whistle-blowing case. In a prototypical scenario, a professional has to take action which threatens the employer after concluding that the safety or well-being of some other group must take priority. Three of our cases--5, 6, 7 --dealt with whistle-blowing indirectly. In all three cases, the computing professional served an outside client rather than an employer. This adds other dimensions to whistle-blowing. In Case 5, suppose the system designer learns that his client plans to use the database to discriminate and he refuses to design the system. Later he finds that a friend of his designed the system as the client wanted. He would then have to decide whether to "blow the whistle" on his ex-client. These and similar types of situations are indeed important, if not common, for computer professionals.

In all of the cases presented, we portrayed individuals acting in constrained situations. Ethical decisions depend on one's institutional context. These environments can facilitate or constrain ethical behavior. Leadership roles can set the tone and create work environments in which computer professionals can express their ethical concerns. It is significant that leadership responsibilities were demonstrated in nearly all of our nine cases. In some instances, the problem could be resolved by following the imperatives in the Code that apply to leaders. In other cases, the problem was created by a lack of ethical leadership, and the individual professional had to make a persona decision on how to proceed.

Several ethical topics were not specifically interpreted in either the Guidelines or in our cases. For instance, specific requirements of integrity for research in computing and computer science were not detailed. Nor were specific suggestions offered for maintaining professional development. These should be among the tasks of the ACM leadership to address with future addition to the Guidelines.

Other ethical issues, such as software copyright violation, were addressed but not with sufficient detail relative to their salience to the field of computing. These issues, as well as new issues not yet imagined, will confront the field of computing in the future, Not only will the Guidelines need to be updated, but there will be a need for writing and interpreting more cases typical of the ethical decisions of computing professionals. Those with special ethical computing situations are encouraged to share them with us and with others in order to foster more discussion and attention to exemplary ethical decision-making.
